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Bedrohungen für passwort-basierte Authentifizierung

• Schwache Passwörter
• Credential Stuffing
• Sniffing
• Phishing
• Unsichere Speicherung
• Social Engineering Angriffe

Username: user1 
Password: ********************
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Fast IDentity Online

• ein offener weltweiter 
Branchenverband 

• Mitglieder wie Google, Microsoft, Meta und Apple

„Reduce the
world’s reliance on 

passwords“ 
Mission FIDO Allianz

U2F 
Universal Second Factor

UAF
Universal Authentication Framework

FIDO2 

2014

2018



© 2025 by ISACA Germany Chapter e. V. 9

Registrierung
mit Security Key

demo.yubico.com/playground
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Authentifizierung
mit Security Key

demo.yubico.com/playground
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Client Relying PartyAuthenticator

CTAP WebAuthn

FIDO2 UP: User Presence
UV: User Verification
CTAP: Client To
Authenticator Protocol
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Client Relying PartyAuthenticator

Private

Public

Überblick

Challenge: ‘SGVsbG8sI’

Signed Challenge: ‘FdvcmxkIQ==’
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Credential 
ID

”3jeuy”

Relying
Party

”abc”

Client Relying Party

Public

Speicherung

user1
private_key
credential_ID
sign_counter

Authenticator

user2
private_key
credential_ID
sign_counter
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Client Relying PartyAuthenticator

Registration

rpIdHash
credentialID
credentialPublicKey

• Validate request
• Generate key pair

• Save public key
• Save credential ID

• Verify response

id
challenge

challenge
rp (id, name)
user (id, name)

challenge
rp
user

authenticatorResponse

Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing



© 2025 by ISACA Germany Chapter e. V. 17

Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Registration

rpIdHash
flags (uv,up)
credentialID
credentialPublicKey

• Choose algorithm
• Verify user (presence)
• Generate key pair

• Validate request

• Save public key
• Save credential ID

• Verify response

• Select authentificator

id
challenge

challenge
rp (id, name)
user (id, name)
pubKeyCredParams
authenticatorSelection

challenge
rp
user
publicKeyCredParameter
options (rk, uv, up)

authenticatorResponse
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Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Registration

rpIdHash
flags (uv,up)
credentialID
credentialPublicKey

• Choose algorithm
• Verify user (presence)
• Check existing credentials
• Generate key pair

• Validate request

• Save public key
• Save credential ID

• Verify response

• Select authentificator

id
challenge

challenge
rp (id, name)
user (id, name)
pubKeyCredParams
authenticatorSelection
excludeCred

challenge
rp
user
publicKeyCredParameter
excludeList
options (rk, uv, up)

authenticatorResponse
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Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Authentification

id
signature

challenge
challenge

• Generate signature
• Validate inputs

• Get public key
• Verify signature

credentialId
signature (authData)

rpId
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Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Authentification

id
authData
signature

challenge
challenge
rpId

• Generate signature
• Validate inputs

• Get public key
• Verify signature

credential (id, type, transport)
authData

signature (authData)

credentialId
credentialPublicKey
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Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Authentification

id
authData
signature
user

challenge
clientDataHash
rpId

• Select credentials (by user)
• Verify user (presence)
• Generate signature

• Validate inputs

• Get public key
• Verify signature

• Verify response

credential (id, type, transport)
authData
rpIdHash
flags

signature (authData)
user

credentialId
credentialPublicKey
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Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Authentification

id
authData
signature
user

challenge
allowCredentials (id, type, transport)

clientDataHash
rpId
allowlist
options (up,uv)

• Select credentials (by user)
• Verify user (presence)
• Generate signature

• Validate inputs

• Get public key
• Verify signature

• Verify response

• Select authenticator

credential (id, type, transport)
authData
rpIdHash
flags

signature (authData)
user

credentialId
credentialPublicKey
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Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Authentification

id
authData
clientData
signature
user

challenge
allowCredentials (id, type, transport)

clientDataHash
rpId
allowlist
options (up,uv)

• Select credentials (by user)
• Verify user (presence)
• Generate signature

• Validate inputs

• Get public key
• Verify signature

• Verify response

• Select authenticator
• Create clientData

clientData
type
challenge
origin
crossOrigin
tokenBinding

credential (id, type, transport)
authData
rpIdHash
flags

signature (authData, clientDataHash)
user

credentialId
credentialPublicKey
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Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Authentification

id
authData
clientData
signature
user

challenge
allowCredentials (id, type, transport)

clientDataHash
rpId
allowlist
options (up,uv)

• Select credentials (by user)
• Verify user (presence)
• Increase counter
• Generate signature

• Validate inputs

• Get public key
• Verify signature
• Check counter

• Verify response

• Select authenticator
• Create clientData

clientData
type
challenge
origin
crossOrigin
tokenBinding

credential (id, type, transport)
authData
rpIdHash
flags
signCount

signature (authData, clientDataHash)
user

credentialId
credentialPublicKey
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Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Registration

rpIdHash
flags (uv,up)
credentialID
credentialPublicKey

• Choose algorithm
• Verify user (presence)
• Check existing credentials
• Generate key pair

• Validate request

• Save public key
• Save credential ID

• Verify response

• Select authentificator
• Create clientData

id
clientData
type
challenge
origin
crossOrigin
tokenBinding

clientData
type
challenge
origin
crossOrigin
tokenBinding

challenge
rp (id, name)
user (id, name)
pubKeyCredParams
authenticatorSelection
excludeCred

clientDataHash
rp
user
publicKeyCredParameter
excludeList
options (rk, uv, up)

authenticatorResponse



© 2025 by ISACA Germany Chapter e. V. 26

Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Registration

authData
rpIdHash
flags (uv,up)
signCount
credentialID
credentialPublicKey

• Choose algorithm
• Verify user (presence)
• Check existing credentials
• Generate key pair

• Validate request

• Set counter to 0

• Set counter to 0
• Save public key
• Save credential ID

• Verify response

• Select authentificator
• Create clientData

id
clientData
type
challenge
origin
crossOrigin
tokenBinding

clientData
type
challenge
origin
crossOrigin
tokenBinding

challenge
rp (id, name)
user (id, name)
pubKeyCredParams
authenticatorSelection
excludeCred

clientDataHash
rp
user
publicKeyCredParameter
excludeList
options (rk, uv, up)

authData
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Client Relying Party

private credential key

public credential key

Attestation

Authenticator
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Credential 
ID

”3jeuy”

”uw7ail”

Relying
Party

”abc”

”bcd”

Client Relying Party

private credential key
public credential key

Attestation

Authenticator

private credential key
public credential key
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Client Relying Party

Attestation

Authenticator

private credential key public credential key

private attestation key

Metadata Service

aaguid

Metadata BLOB

public attestation key
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Credential Stuffing
Schwache Passwörter

Social Engineering Angriffe
Unsichere Speicherung
Sniffing & Phishing

Client Relying PartyAuthenticator

Registration

authData
rpIdHash
flags (uv,up)
signCount
credentialID
credentialPublicKey

• Choose algorithm
• Verify user (presence)
• Check existing credentials
• Generate key pair

• Validate request

• Set counter to 0

• Set counter to 0
• Save public key
• Save credential ID

• Verify response

• Select authentificator
• Create clientData

id
clientData
type
challenge
origin
crossOrigin
tokenBinding

clientData
type
challenge
origin
crossOrigin
tokenBinding

challenge
rp (id, name)
user (id, name)
pubKeyCredParams
authenticatorSelection
excludeCred

clientDataHash
rp
user
publicKeyCredParameter
excludeList
options (rk, uv, up)

authData
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Client Relying PartyAuthenticator

Registration

clientData
type
challenge
origin
crossOrigin
tokenBinding

challenge
rp (id, name)
user (id, name)
pubKeyCredParams
attestation
authenticatorSelection
excludeCred

clientDataHash
rp
user
publicKeyCredParameter
excludeList
options (rk, uv, up)
attestation

authData
rpIdHash
flags (uv,up)
signCount
attestedCredentialData
aaguid
credentialID
credentialPublicKey

extensions
attStm
signature
algorithm
x5c

fmt

id
clientData
type
challenge
origin
crossOrigin
tokenBinding

attestationObject

• Choose algorithm
• Verify user (presence)
• Check existing credentials
• Generate key pair

• Validate request

• Set counter to 0
• Create attestation

• Set counter to 0
• Save public key
• Save credential ID

• Verify response

• Select authentificator
• Create clientData
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Client Relying PartyAuthenticator

Registration

clientData
type
challenge
origin
crossOrigin
tokenBinding

PublicKeyCredentialCreationOption
challenge
rp (id, name)
user (id, name)
pubKeyCredParams
publicKey
attestation
authenticatorSelection
excludeCred
timeout

authenticatorMakeCredential
clientDataHash
rp
user
publicKeyCredParameter
excludeList
extentions
options (rk, uv, up)
attestation

AttestationObject
authData
rpIdHash
flags (uv,up)
signCount
attestedCredentialData
aaguid
credentialID
credentialPublicKey

extensions
attStm
signature
algorithm
x5c

fmt

AuthenticatorAttestationResponse
id
response
clientData
type
challenge
origin
crossOrigin
tokenBinding

attestationObject
type

• Choose algorithm
• Verify user (presence)
• Check existing credentials
• Generate key pair

• Validate request

• Set counter to 0
• Create attestation

• Set counter to 0
• Save public key
• Save credential ID

• Verify response

• Select authentificator
• Create clientData
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Client Relying PartyAuthenticator

Authentification

authenticatorGetAssertionResponse
credential (id, type, transport)
authData
rpIdHash
flags
signCount
attestedCredentialData

AuthenticatorAssertionResponse
id
response
authData
clientData
signature
user
type

PublicKeyCredentialRequestOption
challenge
allowCredentials (id, type, transport)
timeout

authenticatorGetAssertion
clientDataHash
rpId
allowlist
extentions
options (up,uv)
…

• Select credentials (by user)
• Verify user (presence)
• Increase counter
• Generate signature

• Validate inputs

• Get public key
• Verify signature
• Check counter

• Verify response

• Select authenticator
• Create clientData

clientData
type
challenge
origin
crossOrigin
tokenBinding

aaguid
credentialId
credentialPublicKey

signature
user
…
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Passkeys

• FIDO2
• CTAP
• WebAuthn

• UAF
• U2F

Standards und Protokolle

• Platform Authenticator
• Roaming Authenticator

Authenticator - Typen

• Yubikey
• Hardware Token
• Security Key

• Password-based Authentification
Authentifizierungsarten

• MFA
• Passwordless Authentication
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• FIDO2
• CTAP
• WebAuthn

• UAF
• U2F

Standards und Protokolle

• Platform Authenticator
• Roaming Authenticator

Authenticator - Typen

• Yubikey
• Hardware Token
• Security Key

• Password-based Authentification
• Passwordless Authentication

Authentifizierungsarten

• MFA

• Discoverable credentials / 
resident keys

• Non-discoverable credentials

Schlüsselarten

Passkeys
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Passkeys

• FIDO2
• CTAP
• WebAuthn

• UAF
• U2F

Standards und Protokolle

• Platform Authenticator
• Roaming Authenticator

Authenticator - Typen

• Yubikey
• Hardware Token
• Security Key

• Password-based Authentification
• Passwordless Authentication

Authentifizierungsarten

• MFA

• Discoverable credentials / 
resident keys

• Non-discoverable credentials

Schlüsselarten
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www.silverfort.com/blog/using-mitm-to-bypass-fido2/

Schwachstellen bei Nutzung von FIDO2

• Session Hijacking
• Silverfort
• Veröffentlicht am 06.05.2024
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www.silverfort.com/blog/using-mitm-to-bypass-fido2/

Schwachstellen bei Nutzung von FIDO2

• Session Hijacking
• Silverfort
• Veröffentlicht am 06.05.2024
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Schwachstellen bei Nutzung von FIDO2

• CTRAPS:
CTAP Client Impersonation and API Confusion
• Marco Casagrande, Daniele Antonioli
• Veröffentlicht am 03.12.2024
• CVE-2024-35311 (Yubico)
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Client Relying PartyAuthenticator

CTAP WebAuthn

FIDO2

Authenticator API WebAuthn API

authenticatorMakeCredential
authenticatorGetAssertion
authenticatorGetNextAssertion
authenticatorGetInfo
authenticatorClientPIN
authenticatorReset

navigator.credentials.create()
navigator.credentials.get()
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CTRAPS
Credential Discovery

https://www.youtube.com/watch?v=9n4YxWlkAe8
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FIDO2 in der Praxis

• Geringerer Zeitaufwand für 
Authentifizierung

• Höhere Erfolgsrate bei der 
Authentifizierung mit Passkeys

• Erfolgreiche Phishing reduziert

https://fidoalliance.org/wp-content/uploads/2025/10/FIDO-Passkey-Index-October-2025.pdfhttps://www.usenix.org/system/files/soups2025-lassak.pdf
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FIDO2 in der Praxis

• Passkeys bieten hohe Sicherheit
• Trotz breiter OS-Unterstützung 

langsame Adoption in Unternehmen

32 Interviews mit
• FIDO Experten
• IAM Experten
• Organisationen (hauptsächlich CISOs)

Lassak, L., Pan, E., Ur, B., & Golla, M. (2024). Why aren’t we using passkeys? 
Obstacles companies face deploying FIDO2 passwordless authentication. 

In Proceedings of the 33rd USENIX Security Symposium. 
USENIX Association
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Hürden bei der Einführung von Passkeys

Usability Technische 
Barrieren

Organisatorische 
Barrieren Regulierung Weitere
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Die Zeit
Handelsblatt

Welt

Berliner MorgenpostEine Zukunft mit weniger Passwörtern – nicht ohne.
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