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Das Ende des Passworts?

Ein Uberblick liber Passkeys und den Stand der Forschung
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Internetkriminalitat

Das Zeitalter des Passworts neigt

sich dem Ende zu

Das Passwort ist die Versicherung im Netz - vor modernen An

ada-Magazin

Das Ende der Passworter ist nah

DIGITALE SICHERHEIT

Ende des Passworts — So schutzen Google, Apple und

Microsoft bald unsere Daten

' Von Thomas Heuzeroth
Wirtschaftsredakteur

Veroffentlicht am 05.05.2022 | Lesedaue|

nd fast immer nutzlos, weil sie leicht zu
e passend, dass mehrere Start-ups an der
Passworts arbeiten.

Cyberkriminalitat

Apple und Co wollen Passwort ersetzen:
Anmelden mit Passkeys

Berlin. Viele sind mit ihren Zugangsdaten im Netz leichtsinnig. Eine Allianz um Google
und Apple will das Anmelden vereinfachen - so geht’s.

Von Maik Henschke, Redakteur im Ressort Ratgeber/Wissen
27.01.2023, 06:21 Uhr

~=——"Isblatt

Berliner Morgenpost
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Bedrohungen fur passwort-basierte Authentifizierung

Username: user1
Passwor » Rhkkkkkkkkk

Schwache Passworter
Credential Stuffing

Sniffing

Phishing

Unsichere Speicherung
Social Engineering Angriffe
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Fast IDentity Online

e ein offener weltweiter
Branchenverband

lgiieaer wie oogie, ICrOSOTTt, eta un pple ”Reduce the
world’s reliance on

UAF
. o 11
2014 Universal Authentication Framework p a S SWO rd S

U2F
Mission FIDO Allianz

Universal Second Factor

2018 FIDO2

02C
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Registrierung




Authentifizierung




CTAP WebAuthn —

I E—
Authenticator Client Relying Party
J
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UP: User Presence
UV: User Verification

CTAP: Client To
Authenticator Protocol
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Uberblick

Challenge: ‘SGVsbG8sl’

_
X
) oom
I
Authenticator Client Relying Party
Public — —
Private
Signed Challenge: ‘FdvemxklQ==’
ONC
s2¢ |[SACA.
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Speicherung

Relying Credential
Party ID
private_key
Yabc?” | userl  credential ID ”3jeuy”
sign counter . [
private_key
user2 credential ID
sign counter G

Relying Party

Authenticator Client
— —

3¢ ISACA.
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Registration

Credential Stuffing
Schwache Passworter

Sniffing & Phishing
Unsichere Speicherung ‘

Social Engineering Angriffe -

challenge challenge
rp rp (id, name)
user user (id, name)
X *  Verify response
«  Validate request (o000 ] «  Save public key
*  Generate key pair “ - Save credential ID
I
Authenticator Client Relying Party
rpIdHash id
credentialID challenge
credentialPublicKey authenticatorResponse
0NC
s2¢ ISACA.
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Registration

Credential Stuffing
Schwache Passworter

Sniffing & Phishing

Unsichere Speicherung ‘

Social Engineering Angriffe
rp
user

publicKeyCredParameter
options (rk, uv, up)

« Validate request D

*  Choose algorithm

»  Verify user (presence)

»  Generate key pair

Authenticator
—

rpIdHash
flags (uv,up)
credentiallD
credentialPublicKey

© 2025 by ISACA Gemany Chapter e. V.

challenge

rp (id, name)

user (id, name)
pubKeyCredParams
authenticatorSelection

Select authentificator

XD * Verify response
(o000 ] «  Save public key

“ e« Save credential ID

I
Client Relying Party

—

id
challenge
authenticatorResponse
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Registration

Credential Stuffing
Schwache Passworter
Sniffing & Phishing
Unsichere Speicherung
Social Engineering Angriffe

« Validate request

«  Choose algorithm

«  Verify user (presence)
«  Check existing credentials
»  Generate key pair

© 2025 by ISACA Gemany Chapter e. V.

dah

challenge challenge

rp (id, name)

user user (id, name)
publicKeyCredParameter pubKeyCredParams
excludelList authenticatorSelection
options (rk, uv, up) excludeCred
»  Select authentificator
I N
Authenticator Client Relying Party
rpIdHash id
flags (uv,up) challenge
credentiallID authenticatorResponse
credentialPublicKey

18

Verify response
Save public key
Save credential ID
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Authentification

Credential Stuffing
Schwache Passworter

Sniffing & Phishing
Unsichere Speicherung ‘

Social Engineering Angriffe -

challenge
rpld challenge
_ _
* Validate inputs __ Get public ke
*  Generate signature - Pub y
“ « Verify signature
I
Authenticator Client Relying Party
— —
credentialld id
signature (authData) signature
02C
529 ISACA.
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Authentification

Credential Stuffing
Schwache Passworter

Sniffing & Phishing
Unsichere Speicherung ‘

Social Engineering Angriffe -

challenge
rpId challenge
_ _
e Validate inpUtS _ Get blic ke
. > unll
«  Generate signature - put y
“ » Verify signature
I
Authenticator Client Relying Party
credential (id, type, transport) id
authData authData
credentialId signature
credentialPublicKey

signature (authData)

835 ISACA.

© 2025 by ISACA Gemany Chapter e. V. 20
Germany Chapter



Authentification

Credential Stuffing
Schwache Passworter

Sniffing & Phishing
Unsichere Speicherung ‘
Social Engineering Angriffe -

clientDataHash
rpId

_

« Validate inputs
»  Select credentials (by user)
»  Verify user (presence)
«  Generate signature

Authenticator Client

—

credential (id, type, transport)
authData
rpIdHash
flags
credentiallId
credentialPublicKey
signature (authData)
user

© 2025 by ISACA Gemany Chapter e. V.

challenge

_

—

id
authData
signature
user

XN » Verify response
X - Getpublickey

“ » Verify signature

I
Relying Party

835 ISACA.
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Authentification

Credential Stuffing
Schwache Passworter
Sniffing & Phishing
Unsichere Speicherung
Social Engineering Angriffe

clientDataHash
rpld

allowlist
options (up,uv)

challenge

 Select authenticator

« Validate inputs
«  Select credentials (by user)
«  Verify user (presence)
«  Generate signature
Authenticator Client
credential (id, type, transport) id
authData authData
rpIdHash signature
flags user
credentialld
credentialPublicKey
signature (authData)
user

© 2025 by ISACA Gemany Chapter e. V.

allowCredentials (id, type, transport)

X
Cl -
I

Relying Party

Verify response
Get public key
Verify signature
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Authentification

Credential Stuffing
Schwache Passworter
Sniffing & Phishing
Unsichere Speicherung
Social Engineering Angriffe

clientData
type
challenge

clientDataHash
rpld
allowlist

options (up,uv)  «  Create clientData
Select authenticator

_

« Validate inputs
«  Select credentials (by user)
«  Verify user (presence)
«  Generate signature

Authenticator

—

credential (id, type, transport)
authData

rpIdHash

flags

credentiallId

credentialPublicKey
signature (authData, clientDataHash)
user

© 2025 by ISACA Gemany Chapter e. V.

origin
crossOrigin
tokenBinding

challenge
allowCredentials (id, type, transport)

_
XN * Verify response
X - Getpublickey
“ » Verify signature
I
Relying Party
—
id
authData
clientData
signature
user
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Authentification

Credential Stuffing
Schwache Passworter

Sniffing & Phishing clientData
. . type
Unsichere Speicherung ‘ challenge
Social Engineering Angriffe origin
crossOrigin
tokenBinding
clientDataHash challenge
rpIld . )
allowlist allowCredentials (id, type, transport)

options (up,uv) «  Create clientData
Select authenticator

« Validate inputs -
: » \erify response
«  Select credentials (by user) )
) » Get public key
«  Verify user (presence) .
» Verify signature
* Increase counter . Check counter
»  Generate signature
Authenticator Client Relying Party
credential (id, type, transport) id
authData authData
rpIdHash clientData
flags signature
signCount user
credentialld
credentialPublicKey
signature (authData, clientDataHash)
user
0DC
529 ISACA.
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Registration

Credential Stuffing
Schwache Passworter
Sniffing & Phishing
Unsichere Speicherung
Social Engineering Angriffe

« Validate request

«  Choose algorithm

«  Verify user (presence)
«  Check existing credentials
»  Generate key pair

© 2025 by ISACA Gemany Chapter e. V.

clientData

type

challenge

. origin
clientDataHash cr\ossOr\igin Challenge
rp tokenBinding rp (id, name)
user user (id, name)
publicKeyCredParameter pubKeyCredParams
excludelist authenticatorSelection
options (rk, uv, up) . excludeCred
«  Create clientData

Select authentificator

I N
Authenticator Client Relying Party

rpIdHash ii,
flags (uv,up) C %entData
credentialID czzilen e
credentialPublicKey A1 -€Ng

origin

crossOrigin

tokenBinding

authenticatorResponse

25

Verify response
Save public key
Save credential ID
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Registration

Credential Stuffing
Schwache Passworter

Sniffing & Phishing clientData
Unsichere Speicherung E%gilenge
Social Engineering Angriffe ) origin
CllentDataHaSh Cr\ossOr\igin Chal]'.enge
rp tokenBinding rp (id, name)
user user (id, name)
publicKeyCredParameter pubKeyCredParams
excludelist authenticatorSelection
i k, uv, . ludeCred
options (rk, v, UP),  Create clientData  ©Xciudecr
« Validate request «  Select authentificator
«  Verify user (presence) * Verify response
«  Check existing credentials « Setcounterto 0
»  Generate key pair «  Save public key
« Set counterto 0 «  Save credential ID
Authenticator Client Relying Party
authData id
rpIdHash clientData
flags (uv,up) type
signCount challenge
credentialID origin
credentialPublicKey crossOrigin
tokenBinding
authData
02C
se¢ ISACA.
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Attestation

private credential key

_ _
Authenticator Client Relying Party
— —
public credential key
0oNC
a9g |ISACA.
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Attestation

Credential
Relying ID
Party
) 3 j e uy)) . -
»3bc” public credential key
private credential key
Yuw7ail” _ ,
»hed” public credential key
private credential key -
Authenticator Client Relying Party
— —
0DC
529 ISACA.
© 2025 by ISACA Gemany Chapter e. V. 29 oco

Germany Chapter



Attestation

Attestation Types
Basic attestation
Self attestation

Attestation CA

No attestation
Anonymized CA
Enterprise Attestation

private credential key public credential key
private attestation key w public attestation key
P ——
Authenticator Client Relying Party
— —
aaguid

< Metadata BLOB

835 ISACA.

Germany Chapter

Metadata Service
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Registration

Credential Stuffing
Schwache Passworter

Sniffing & Phishing clientData
Unsichere Speicherung E%gilenge
Social Engineering Angriffe ) origin
CllentDataHaSh Cr\ossOr\igin Challenge
rp tokenBinding rp (id, name)
user user (id, name)
publicKeyCredParameter pubKeyCredParams
excludelist authenticatorSelection
ti k, 5 . ludeCred
options (rk, WV, UP),  Create clientData ™
« Validate request «  Select authentificator
«  Verify user (presence) * Verify response
«  Check existing credentials « Setcounterto 0
»  Generate key pair «  Save public key
« Setcounterto0 * Save credential ID
Authenticator Client Relying Party
authData id
rpIdHash clientData
flags (uv,up) type
signCount challenge
credentialID origin
credentialPublicKey crossOrigin
tokenBinding
authData
02C
seg ISACA.
© 2025 by ISACA Gemany Chapter e. V. 32 Oco

Germany Chapter



Registration

clientData
type
challenge
clientDataHash origin challenge
rp crossOrigin rp (id, name)
user tokenBinding user (id, name)
publicKeyCredParameter pubKeyCredParams
excludelist attestation
options (rk, uv, up) authenticatorSelection
attestation . Create clientData ~ &*ctudecred
Validate request +  Select authentificator
Choose algorithm —
Verify user (presence) * Verify response
Check existing credentials « Setcounterto 0
Generate key pair «  Save public key
Set counterto 0 * Save credential ID
Create attestation Authenticator Client — Relying Party
authData id
rpIdHash clientData
flags (uv,up) type
signCount challenge
attestedCredentialData origin
aaguid crossOrigin
credentialID tokenBinding
credentialPublicKey attestationObject
extensions
attStm
signature onec
sigorsthn 529 ISACA
Xx5c¢ ®
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Registration

authenticatorMakeCredential clientData PublicKeyCredentialCreationOption

Validate request
Choose algorithm
Verify user (presence)

Check existing credentials

Generate key pair
Set counter to O
Create attestation

© 2025 by ISACA Gemany Chapter e. V.

e Create clientData
+  Select authentificator

_

Authenticator

—

AttestationObject
authData
rpIdHash
flags (uv,up)
signCount
attestedCredentialData
aaguid
credentialID
credentialPublicKey
extensions
attStm
signature
algorithm
x5c¢
fmt

Client

clientDataHash type challenge
rp challenge rp (id, name)
user origin user (id, name)
publicKeyCredParameter crossOrigin pubKeyCredParams
excludelist tokenBinding publicKey
extentions attestation
options (rk, uv, up) authenticatorSelection
attestation excludeCred

timeout

—

AuthenticatorAttestationResponse
id
response
clientData
type
challenge
origin
crossOrigin
tokenBinding
attestationObject

type

Relying Party

0DC
Q00U
NCO

Verify response
Set counterto 0
Save public key
Save credential ID
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Authentification

clientData
type
challenge

. . origin
au?hentlcatorGetAssePtlon crossOrigin PublicKeyCredentialRequestOption
clientDataHash tokenBinding challenge '
rpld allowCredentials (id, type, transport)
allowlist timeout

extentions

options (up,w) .  Create clientData

e  Select authenticator

« Validate inputs +  Verify response
«  Select credentials (by user) . Get public key
«  Verify user (presence) . Verify signature
* Increase counter . Check counter
»  Generate signature
Authenticator Client Relying Party
authenticatorGetAssertionResponse AuthenticatorAssertionResponse
credential (id, type, transport) id
authData response
rpIdHash authData
flags clientData
signCount signature
attestedCredentialData user
aaguid type
credentialld
credentialPublicKey
signature
user 00C
Qa0 | @
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Standards und Protokolle

« FIDOZ2
-« CTAP
WebAuthn
- UAF
« U2F
Authenticator - Typen Authentifizierungsarten
* Platform Authenticator « Password-based Authentification
 Roaming Authenticator « Passwordless Authentication
Yubike
Hardw:re Token : M FA
Security Key
0NC
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Standards und Protokolle
« FIDO2

CTAP
WebAuthn

« UAF
« U2F

Authenticator - Typen
* Platform Authenticator

 Roaming Authenticator
Yubikey

Hardware Token

Security Key

© 2025 by ISACA Gemany Chapter e. V.

Schlusselarten

* Discoverable credentials /
resident keys Passkeys

 Non-discoverable credentials

Authentifizierungsarten
« Password-based Authentification
« Passwordless Authentication

- MFA

825 |ISACA.
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Standards und Protokolle Schlusselarten

« FIDO2  Discoverable credentials /
CTAP resident keys
WebAuthn

 Non-discoverable credentials
o AF

private credential key

=

public credential key

P

private attestation key private credential key

> o™ [eton
Authenticator Relying Party
—

i

DN

unique private key

P

825 |ISACA.
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Schwachstellen bei Nutzung von FIDO2

« Session Hijacking
Silverfort

Veroffentlicht am 06.05.2024
> HTTP - WebAuthn

Client Environment

WebAuthn: RP Triggers navigator.credentials.get()
origin: RP
-

WebAuthn : signed signature returned to RP

Success! Generate Session cookie

Hijack Session Cookie l

3¢ ISACA.
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Schwachstellen bei Nutzung von FIDO2

« Session Hijacking

Client Environment I il WichAutho
r -------------- '
| |
I :
GET RP login page

I | Relying Party
I |
l l WebAuthn: RP Tri i dential
| @ CTAP, sign a signature — A TR ruggz:gr;::l::t Orcecesimts geH)
I CTAP, Reply WebAuthn : signed signature returned to RP O
| > — > _
. ' —_—
; ' e
| | Success! Generate Session cookie
I 4 1 Hijack Session Cookie A ————
I [ |

) horized G d

©2025 H T ey O U U U S e e—— - < nauthorized access Grante (E/I) S"-VERFUR-I-
Attacker MITM ‘ : J

i
[©)




Schwachstellen bei Nutzung von FIDO2

« CTRAPS:
CTAP Client Impersonation and API Confusion
« Marco Casagrande, Daniele Antonioli
» Veroffentlicht am 03.12.2024
* CVE-2024-35311 (Yubico)

o —~ [ rvm ES

— . —
Authenticator Client

\

!
FIDO2

02C
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Authenticator

CTAP

Client

WebAuthn

o

Relying Party

)
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FIDO2
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Authenticator API

CTAP

Authenticator

WebAuthn API

Client

CER
WebAuthn S

T

Relying Party

)

© 2025 by ISACA Gemany Chapter e. V.

authenticatorMakeCredential
authenticatorGetAssertion
authenticatorGetNextAssertion
authenticatorGetInfo
authenticatorClientPIN
authenticatorReset

|
FIDO2

navigator.credentials.create()
navigator.credentials.get()

49
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CTRAPS

Credential Discovery

https://www.youtube.com/watch?v=9n4YxWIkAe8




FIDO2 in der Praxis

» Geringerer Zeitaufwand fur
Authentifizierung

 Hohere Erfolgsrate bei der
Authentifizierung mit Passkeys

» Erfolgreiche Phishing reduziert 8.5seconds 739, 31.2seconds

per sign-in per sign-in with

with passkeys decrease in login time traditional MFA
when using passkeys

PWD+OTP —— -
Security Key (PIN) H-
Security Key (Bio) ’—.-

0 5 10

15 20 25 30 35 40 45
Authentication time (s)

https://www.usenix.org/system/files/soups2025-lassak.pdf

835 ISACA.
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FIDO2 in der Praxis

« Passkeys bieten hohe Sicherheit

* Trotz breiter OS-Unterstutzung
langsame Adoption in Unternehmen

32 Interviews mit

 FIDO Experten

« |AM Experten

* Organisationen (hauptsachlich CISOs)

© 2025 by ISACA Gemany Chapter e. V.

Why Aren’t We Using Passkeys?
Obstacles Companies Face Deploying

FIDO2 Passwordless Authentication

Leona Lassak, Ruhr University Bochum; Elleen Pan and Blase Ur, University of Chicago;
Maximilian Golla, CISPA Helmholtz Center for Information Security

This paper is included in the Proceedings of the
33rd USENIX Security Symposium.
August 14-16, 2024 + Philadelphia, PA, USA
-939133-44-1

Open access to the Proceedings of the
33rd USENIX Security Symposium
is sponsored by USENIX.
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Hurden bei der Einfuhrung von Passkeys

Technische Organisatorische
Barrieren Barrieren

Usability

Regulierung Weitere

r__n
L

=

02C
529 ISACA.
© 2025 by ISACA Germany Chapter e. V. 59 Germany Chapter



Internetkriminalitat

Das Zeitalter des Passworts neigt

SiCh dem Ende zu ada-Magazin
Das Passwort ist die Versicherung im Netz - vor modernen An Das Ende der PaSSW('il‘tel' ist nah

DIGITALE SICHERHEIT nd fast immer nutzlos, weil sie leicht zu

e passend, dass mehrere Start-ups an der
Passworts arbeiten.

Ende des Passworts — So schutzen Google, Apple und
Microsoft bald unsere Daten

~=——"Isblatt

g Von Thomas Heuzeroth Cyberkriminalitat
Wirtschaftsredakteur Apple und Co wollen Passwort ersetzen:
Versffentlicht am 05.05.2022 | Lesedovd  Anmelden mit Passkeys

Berlin. Viele sind mit ihren Zugangsdaten im Netz leichtsinnig. Eine Allianz um Google
und Apple will das Anmelden vereinfachen - so geht’s.

Eine Zukunft mit weniger Passwortern — nicht ohne.

835 ISACA.
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Das Ende des Passworts?

Ein Uberblick liber Passkeys und den Stand der Forschung
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