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Speaker Profile
Passionate Security Enthusiast
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Today’s SOC Challenges
In addition to the usual operational challenges faced by the SOC–leaders must prepare to 
also take additional environmental complexities  into account

Increase of day-to-day alerts

Lack of centralized context & documentation

Long onboarding and training time 

Lots of data with little security value 

Increasing threat landscape

Demoralization

Today’s operational challenges of a SOC

Regulatory & Compliance

• Increasing number legislations to obey (e.g. 

MaRisk, DORA, NIS2, KRITIS, TISAX)

• Lacking transparency of enforcement

Added organizational complexity

Financial

• Software licenses from added tools

• Lack of resources on market causes steady 

increase in loans to keep employees

IT Architecture

• Increasingly growing environment (Cloud, IoT, 

Container)

• Lack in documentation & inventory management 

(CMDB/Asset management database)
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SOAR
Using a single platform and a combination of manual and automated tasks to help define, 
prioritize and standardize alert analysis, triage & incident response activities 

•

Well defined set of incident 

response processes & playbooks

Asset inventory & configuration 

management database

Established security tools (e.g. 

SIEM, TI, IDS etc.) 

Security & Organizational Prerequisites

Orchestration & Automation

• Machine driven interaction of software 
& systems

• Contentious coordination of workflows 
– both automated & manual

Incident Response

• Integrating dispersed security data

• Single collaboration platform

• Defining & automating processes and 
workflows 

Threat Intelligence Platform

• Validate quality of Threat Intelligence 
used

• Distribution of validated TI to tools & 
other security controls

Enables

Supports analysts to define, 
prioritize and expand standardized 
incident response activities

Bridge between human and machine 
power to allow a more profound 
and a more telling security analysis

Allow meaningful reaction and 
response on an automated basis, 
relieving human resources

Security Orchestration Automation  & Response - SOAR
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Where to embed SOAR in a SOC Journey
SIEM, TI, UEBA & IPS are tools that will help to detect and respond - being able to efficiently 
& intelligently orchestrate people, processes & tools is where SOAR comes into play
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Data-driven breach forensics

AI & ML 
supported 
playbook 

development

Manual security 
event 
investigation

Pre-SIEM SIEM

Historical rule-
based event 
analysis

Centralized 
alert 
gathering

Semi or fully 
automated 
alert triage & 
incident 
response

Integrated threat 
intelligence for 
detection

Prevention

Disconnected silos

Reactive security

Protect the known

Correlation based on use-cases

Manual system evolution

Firewalls & 
IDS / IPS

Use-case based 
incident detection

Automated alert 
enrichment 

Consistent and
collaborative
incident 
response

Point security solutions Centralized tracking of events

SOAR

Accelerate detection and response

IT enforced incident response standardization

Integration & orchestration of security tool set

Free resources from low value repetitive tasks
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SOAR Technology Landscape Integration
SOAR sits at the heart of your SOC, only when fully integrated it will be able to live up to the 
promise

Sandbox

ITSM

UEBA

NDR

On-premise IT

Identity 
Provider

Clients DatabasesServer

Firewalls

Cloud Environment

Network 
Devices

EDR

Cloud Security Posture 
Management

Cloud Access Security 
Broker

IAM

SOC 
Analysts

Chat Program

SIEM SOAR

Email System

Analyze RespondCollect

Log Data & other

Log Data & other

Notables/Adaptive 

Response Actions

Alerts

Alerts

IAM Data Alerts

Manual Monitoring Manual Monitoring

Automated Response

System Data

Network Data

Create Ticket

Send Email

Lock User

Detonate File

Send Message

User Access Data

Infrastructure Data

Alerts

Alerts

Threat Intelligence 
Services

Contextualization 
Services

IP & Domain Reputation IP & Domain Geolocation

and 
others

...
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Alerts

• Multiple Alerts arrive in SOAR, from 

SIEM, EDR, User Help Desk etc.

• SOAR correlates alerts into cases, 

based on assets, identities & other 

artefacts involved

Alerts – Playbooks - Cases
Understanding correlation of those concepts is a vital part to the integration of SOAR into 
your Incident Management
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Cases

• Collection of Alerts, Artefacts, 

Entities and other related information

• Collaboration space 

• Directly initiate manual actions

• Historical progress view

Playbooks

• Automated / Partly Automated 

process of individual actions per alert

• Usually executed before manual 

interaction of the analyst with the 

case

n … 1

SOC 
Analysts

Manual
Response 
Actions

1 … 1

n … 1



SOAR Playbooks
Strategic deployment: The essence of SOAR playbooks

DEFINITION TYPES 

• Alert specific playbooks

• Customized for 

individual 

alerts/scenarios

• General data enrichment / 

nested playbooks

• Gathering of 

additional context

• For multiple alert 

types or as part of 

alert specific playbook

• Structured workflows 

guiding security teams 

through procedures

• Automation or semi-

automation for tasks

• Incident trigger

• Triage

• Investigation

• Response actions

• Communication with 

external APIs, threat 

intelligence etc.

BENEFITS

• Reduces manual and 

repetitive tasks

• Saves time and money in 

the long run

• Supports automated 

ingestion of threat 

intelligence from various 

sources (integration of 

connectors)

• Enables more efficient 

actions against threats like 

malware or ransomware

DEVELOPMENT 

• Identify key security 

procedures and tasks 

• Determine automation 

feasibility for each task

• Design: workflow 

definition, incorporating 

automated or semi-

automated steps

• Test and refine the 

playbook 

• Playbook lifecycle for 

adaptation
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• Define sequence and 
dependencies between 
individual tasks and 
decision points

• Determine which tasks 
can be fully automated 
and where manual 
interaction is necessary

• Identify reoccurring 
tasks to build blocks that 
can be used in multiple 
playbooks

Playbook Development: Design-Phase
The design phase forms the basis for the entire development of the playbook
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Connector 
Configuration

Implementation Test
Prod 
Go-
Live

HypercareDesign

Design Workflow
Define internal 

Contextualization
Define external 

Conextualization
Assess Response 

Capabilities
Specify Test Scenarios 

Use Case Runbook  Playbook Design  

• Specify required 
contextual information 
(e.g. Asset owner 
information from CMDB)

• Check if out-of-the-box 
connector is available or 
if customization is 
necessary to leverage 
required information

• Approach internal IT-
teams to discuss 
potential connectivity 
solutions

• Request firewall rule 
implementation

• Define required external 
information sources for 
the playbook (e.g. 
VirusTotal to verify URLs)

• Verify if standard 
integrations can be used 
or if custom 
configuration is required

• Consider associated 
costs of external services 
and check for 
alternatives

• Request firewall rule 
implementation

• Verify if automatic 
response functionality 
makes sense for this 
specific playbook

• Check technical and 
organizational security 
response possibilities 
(e.g. Containment of 
host)

• Define real world 
scenarios to test 
functionality of playbook

• Identify data quality 
pitfalls in contextual 
data (e.g. Correctness 
and completeness of 
CMDB data)

1 2 3 4 5Leverage internal 
information

Connect external 
information sources

Define potential 
response actions

Ensure proper 
functionality

Specify tasks and 
their dependencies

Input Output



Example Playbook 1 / 2
Network Data Enrichment

11Legend: Automated task Manual task
External 
Integration

End Decision

Start 

SIEM

SOAR

Geolocation
Whois 
lookup

DNS Lookup
Summarize 

results
Add Comment

Is private
IP?

Is IP?

Get CMDB 
data

Get Asset 
Owner Info

Get 
Reputation

No

Yes

No

Yes

-Destination IP
-Source IP

-Destination Domain
-Source Domain

End
Extract 

artefacts

IP, 
domain

IP, 
domain IP, 

domain

IP, 
FQDN

Asset 
Owner IDAsset 

summary
Asset owner 

summary



Example Playbook 2 / 2
Phishing Investigation & Response

12Legend: Automated task Manual task
External 
Integration

End Decision

Add unknown 
artefacts to TI

Malicious 
matches >1

Domain

Analyse 
sender

Analyse 
URL

Analyse 
IPs

Analyse 
attachment

Analyse 
domains

Extract 
artefacts

Sandbox

Yes

No
Start 

SIEM

SOAR

Notify 
recipient

Document in 
ITSM ticket

Employee 
reports 
phishing

End

Document in 
ITSM ticket

Get other 
recipients

Remove 
email from 

inboxes

Notify 
recipient

Any by TI 
unmatched 
artefacts?

Yes

No

Attachment
Name, email, 

server 
email route

Microsoft Defender 
Threat Intelligence

IP

URL

-Files/File Hashes
-URLs

-Domains
-IPs

-Sender
-Recipient/Employee

Outcome 
summary

Outcome 
summary

Email

Email



Drivers & Benefits for SOAR
SOAR addresses most of the challenges in today’s SOCs enabling significant operational 
benefits around incident management & response, incident prioritization & cost structure

SOC staff shortages

Long mean time to respond

Lot of routine work

Alert triage quality issues

Long training time

Lack of ability to measure 
outcomes

Difficulties in establishing 
process control and KPIs

Quantified Benefits*

Other Benefits*

In Numbers*:

Inceased 
efficiency in 

incident 
resolution

Shorter 
response times

Opex savings 
by 

decomissioning 
legacy IR tools

Improved IT 
staff 

productivity by 
automatization

Improved 
visibility into 

security posture

Improved 
collaboration 

between IT and 
security

* Taken from: 2020 Forrester – The total economic impact of service now security operations

+40% in 
efficiency for L1

+60% in 
efficiency for L2

+70% in 
vulnerability 
identification & 
priotization

-30% in 
vulnerability 
response times

Up to 200.000 
USD in savings 
from legacy IR 
tools
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Challenges mitigated by SOAR
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SOAR – A suggestion for an outlook
Increased pressure from the environment will boost SOAR adoption over the next years in 
nearly all industry segments – The degree in adoption can vary due to multiple factors
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Today 2 – 5 Years

Early Adopter
Mainstream

Simple 
enrichment

Data quality
assets & 
identity

Partly 
automated 
runbooks

Actual 
relief of 
workforce

Integrations & 
Connectors

Integration 
of business 
context

Future: Fully 
automated 
response 

Automated response 
actions (i.e. Isolations)

Faster decision making & 
identification of 
complex relations

AI potential
• Data privacy of PII related 

incident data
• Sharing of attack paths with 

LLMs (also attacker are 
using GenAI)

• Trust in AI
• Currentness vs. curated AI

Incident Reporting 
& SitReps



Case Study: One Year Splunk SOAR

The SOAR Splunk journey started from scratch in August 2022. 
By August 2023, several milestones have been reached. Break-
even will be reached in July 2025.

Milestones and outlook
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Development Costs Saved SOC Analyst Salary Accumulated

1 Assumption: SOC Analyst salary 72.756,00€

Achievements

6 Playbooks live in production and 5 connectors 
developed

17,44 Minutes saved on average per alert

1,83 FTE saved each month since August 2023

11.090,24€1 savings in SOC Analyst salary per month 
since August 2023

2

2 SOAR license cost not included



Thank You
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